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The Dangers of Employee's
“Other” Laptop
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How to Keep Your
Business’s Data Safe '
During the Work From ‘,l DURHAM IT SERVICES
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We had no idea that we could change so
much, so quickly, did we? Work just doesn’t
look the same as it did in 2019.

Because of this, cyber security in 2022 doesn’t
look the same either. When you have people
working away from your office, you need to
take additional security measures to keep
your data safe.

Even before we had heard the word
“Coronavirus”, many of us were working from
home now and then - checking emails on the
weekend, finishing up a project in the
evening, or even getting a head start on your
week.

Now working from home has to be taken more
seriously. If any of your staff works anywhere
away from the office, there’s a chance they're
taking unnecessary risks with your data.

Many businesses seem to have this covered.
They've invested in new company devices,
increased remote security, and have trained
their people on best practices.

But there’s something important some
businesses haven’t considered...
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Unmanaged
Devices

We mean devices used to

access business data that the
company doesn’t know about.

Your company laptop and mobile
are likely to be safe because
they’'ve been set up properly with
managed security. But what about
other devices your team use for
work? Their “other” laptop; the
one they grabs sometimes in the
evenings just to check their
emails.

In fact, the risk is even bigger than
this. There’s a risk from virtually
all other devices on your team’s
home networks. Their games
consoles, other laptops, tablets,
and phones. Most people have an
entire household of gadgets
connected to the network and
almost all of them are at risk of
being accessed by cyber criminals.

The Bad Guys Will Find a Way @r—
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The big thing we know about cyber criminals is that they're very persistent. If
they want in, they will keep trying until they find a way. Sometimes, your team
es it too easy for them.

_All a hacker needs to do is access one device on someone’s home network, like a

: gamés console. Once they access the console, it's a waiting game. The hacker will
be patient and watch the traffic on the network. It's pos‘ible they’ll be able to
l&;rn enough from that to eventually spot a securityhole with a work device.

'Often, by the time someone’s noticed something’s wrong, it’s too late. The hacker
may have gained access to the VPN (Virtual Private Network) that allows you to
securely connect to the business’s data. That means they can potentially gain
access to your business’s valuable data.

They might make a copy and sell it on the dark web, or they might install
malware, malicious software that can do damage and corrupt data. The very
worst case scenario is that they launch a ransom ack. This is where your
data is encrypted, making it useless unless you pay a huge ransom fee.

This is the scariest thing that can happen to your business’s data. You do not
want to risk this. . ) 7,
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It’s just not realistic.

However, there are things you

can do to lower your risk of an
intruder getting into your business
network via an unsecured home
network. It all comes down to

a layered approach to security.

What's the
solution?
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Help your team secure their Make sure your systems are
home routers monitored
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Reassess your VPN Carry out a security audit
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Trust a true partner to worry about this for you

' DU RHAM IT SERVICES
www.durham-it.ca

CALL: 905-231-1303 | EMAIL: info@durham-it.ca




